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The Future of Next Normal Cybher Risk and Digital Immunity

National Cybersecurity Strategy @ Cybersecurity Act (CSA) & Personal Data Protection Act (PDPA)

Conference i e . .
= . ata Privacy @ Next Normal Cyber Risk # Cyber Sovereignty @ Cyber Anarchy # Data Protection

H | g h I | g h t S National Digital ID @ Al-Based Automation @ Massive Data Breach # Phishing Beacon & DPO

Enforcement of Cybersecurity Act and Personal
Data Protection Act for Enabling Trust Behaviour
in Digital Data-Driven Economy

*Il\istinguishell sSpeakers

The Top Cybersecurity & Data Privacy Threats and
Trends 2021

The Future of New Normal Risk and the Next Normal
Cyber Risk

"DPO Does Matter" and "Lesson Learned from PDPA
Compliance for IT and Non-IT"

ADUSDASUNS WUUWUSEY  SA.aS.UTUSIU SUUNgINS  ATUEINT DSSTUaNsw
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Protection Guidelines"
National Digital ID and E-signature Guideline

Reference Standards and Best Practices in Action for
Digital Technology Enablers

Fraud Detection using Machine Learning

2.UStyny Kouloun watenulu ysinu Qs.398u: Daswus
Al-Based Automation and Deep Learning Techno|ogy ACIS Professional Center National Cybersecurity Committee awso. (ETDA)
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X Massive Data Breach by Darktracer from Darkweb Big Data.

K RECON Arsenal-Introduce the Opensource of Internal tools
used by ProjectDiscovery.

¥ Phishing Beacon: Steal Credential via Low Power Technology
on well Known Application.

X | hear where you are: What if someone can Listen to your
Location and Surrounding Objects, Hollywood Style.

X Sleight of Ha(ck)nd: Technology that Makes Life Easy Makes it
Easier for Scam Artist.

X | hear you what you say on GSM: What if someone can Listen
to You have Spoken with someone yet.

X Hijack your Domain Controller: Show Techniques Token

Impersonation to Compromise your Domain Controller and how  [RSNAN NN RIS TR RV TV We TV S H G TN VTR S
Mitigation e aws. (DGA) s.n.d. (BAAC) mslwwhdouninma
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GDIC2020 CONFERENGE AGENDA
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08:30-08:45 FANFel|

CDIC2020 Welcome Note:
nNadaousuUlNgvIu CDIC2020

» The Future of Next Normal Cyber Risk and Digital Immunity
WongnnmMUN W IBuosia:nLIdavtoNsadadoyadouunna
nanalduisovunalulanlsiuos uaslanlsiwosa:1duagvlsaoly

¥ AMUEIN ISSTUaISW

WEHWSILDENNS dlinonuwauundnenAasiazinalulagukosa

08:45-09:15 [\E0¥

CDIC2020 Opening Ceremony
nadwaviu CDIC2020

» Enforcement of Cybersecurity Act and Personal Data
Protection Act for Enabling Trust Behaviour in Digital
Data-Driven Economy .
MSUSMABILALYOPNIKUNY W.SUMSSNIADULIUALUa00RE
lgwostia: w.s.ufunsovioyaddUUANANUMSAS A UIBOTU
TRNUdvAUAINaNTUINdoUAd8TOYA

- Arudoosuns viauiusso|

Jdons=nsooadnawalFsugioua:aony

09:15-09:45 L\EOE]
Keynote Address:

» From “Cyber Sovereignty” to “Cyber Anarchy”
Fighting “Deep Fake” with “Deep True”

“osUlnglguos” mavlud “ounsulaglguas” dundadvdn

asgANURsLNIINYSD ¥ SA.QS.UmISIU Scuunenns

SOOFNANSINSY NMAIBINDWAUWUSSKIWUSEINA

ACU:STANEQS DWNavNsUUKIINENAY

Uss5UNSSUMS  AtUENSSUNISAUSANAUAULUAY Midaussua
WNSYATUDCD ANUENSSUMISMMSSNBIADLLUASUaDANE [8IUDSIKOBIGA

09:45-10:30 LG\EeZ:
Keynote:

» The Top Cybersecurity & Data Privacy Threats
and Trends 2021
woltiv ArmAUbUALUaane8UDS a: MsAUNSovToa
douunna Us:nd 2564
e Updating Cybersecurity & Data Privacy Threats and Trends Year 2021
e Addressing The World & Thalland's National Cybersecurity Strategy
The Future of Cyber Sovereignty and Data Sovereignty
From “Fake News” to “Infodemic” and “Disinfodemic”
Fact-Checking in a Superficiality Society
How to implement SIEM and SOAR for Security Automation
Cybersecurity and Privacy Grand Challenges, Then and Now
The Future of New Normal Risk and the Next Normal Cyber Risk
e Corporate Strategy for Cyber Transformation

v 9.UStynyn Kououn

CISSP, CSSLP, SSCP, CFE, CBCI, CGEIT, CRISC, CISA, CISM, CASP, ITIL V3 Expert, ISMS Lead Auditor
USESIUNSSUMSUSKIS USUN 1934 [Usiwadulia Buinas Shia

10:30-11:00 Networking & Refreshment Break

11:00-11:30  [\EI05]

» Critical Security Requirements for Supporting

a Remote Workforce at Scale
¥ 0s.53Gwol WnsidSty

MSANPIUDINUONOOWWH
ogwuuAvUanaNy

Senior Manager Systems Engineering
Fortinet Thailand

Parallel Session 1: Digital Management (DS)

11:30-12:00 RMNE0[S)

» How Governance needs to change to keep up \fat
with latest demands of a post-pandemic world ‘ Ja

Governance GoolJagullavogwlsiwaolkaoando

ﬂUmwuoaomsmaouoofafﬂuqm

New Normal
Consultant, OneTrust

12:00-13:30 Lunch & Networking

» |dentity and Privileged Access Management
by Hiware
S:UUUSKISDOMSANS lumsiniivta:NMsguguanay

lus:uu (Hiware) —r— -
& asussiurind agousin

. WewemswWigdwiwunagnsnolor
usun gludadasiua Bagud 57, NETAND Co,Ltd.

DS-02

» Roles and Functions of “Chief Digital Officer”
and “Chief Information Security Officer”
UNUNKINAYOLWUSKNSS:Ug0dKSUMSIIUQUanIU
‘Gunagnsadnatazinalulagansaund” Au “aundudund
Uaoangansauindua: [swos"

14:00-14:45

¥ AusUNSaU vwdagsau

, SOOWIAMS
sUIMSIWOMSINUASIA:AKNSTUMSINLAS

CLRE{ol DS-03

» “DPO Does Matter” and “Lesson Learned from
PDPA Compliance for IT and Non-IT”

ADWENATYIOOIIKUNNAUASOVToYadIUUAAa
tasudNILMSURUAUNNKNG W.S.U.ALASODTOAddUUANE

v AtuNBwoA [ualsd

sooUaans:NsIOaIAWAIASUTADlA: oAU

15:30-16:00 Networking & Refreshment Break

NS DS-04

» Transforming Digital Technology Enablers with
Reference Risk-based IT-GRC Standards and
Best Practices in Action .
msthunassula:udUAUARGLN IBEKSUNISUSKISDIANS
aunalulagadna

'

v 9.55:9f0S ASIJguan
CGEIT, CRISC, CDPSE, DPO, COBIT-F, COBIT Implementation,
COBIT Assessor, ISMS Lead Implementer, ISMS Lead Auditor

Senior Director, Strategic Service Intelligence
ustn 1084 [Usiwasuda Buaas $1na

16:45-17:30 [DNE0L]

» A Generic Cybersecurity Framework Compliance
for Critical Information Infrastructure (ClI)
NSYaMIE:aNOUNMSNSOULIASTIUNISSNEIAL
Uunodaoanelgiuosony w.s.umssnunnubunoUaoanslsiuos

¥ as.0wus undu

PCl QSA, PCIP, CISA, CISM, CSSLP, CISSP, CFE, ITIL Expert,
CDCP, GMOB, GWAPT, GREM, GICSP

UsssWKINAUSKIS USON 193a [Usiwaduda Buiaos $ia




12:00-13:30 Lunch & Networking

Parallel Session 2: Technology Management (TS)

» Next Generation Privilege Management (PAM)

Parallel Session 3 : Innovation Tech (IS)

13:30-14:00 BEE0)

» New Normal - How to Work Everywhere

gNS-AUS:UUNMSHANISANS A KSUOVANSGINA

¥ Mr. Kris Nawani

CEO/Solution Consultant
Bangkok Systems & Software Co, Ltd.

» National Digital ID and E-signature Guideline
iInAlulagnmsguguadaulaziudMomMsavalgiiosdo
dldnnsodnddmksussnssuadna

¥ Qs.39y¥u: Jaswus

WAUDIMSAUNDUWAULNSSNSSUNDAIaNNSatng (ETDA)

14:45-15:30 WISEOE]

» Attacks on Critical Information Infrastructures
in Thailand “Case Study:Case Study of Provincial
Electricity Authority Ransomware Attack”
msudnsoasowusiudntynvansauinAluds:indlng
“nstdAnu MspnluddadudaudsisanAlnvoonsIwwA
douniame”

¥ NSo8lnduwod avuian:
WEdaWIIMsasaunFa:doas mslwwidounonn (PEA)

15:30-16:00

» “Personalization and Data Privacy” and
“Thailand Data Protection Guidelines”

A WIJUddUADIA:IUDUAUAEKSUNMSAUASOD

goladouunna —

WEHAMENSINSY ArUUAAANS IWIadNSTUUKIINENEE

» Essentials and Guidelines on Data Protection
Impact Assessment (DPIA)

FoRA00$EKSUMSUSHITUWANSNUANUNSAUASOD

goyadouunna
¥ Qs.UUAANQG [B1oStysssu

W uemswhsiai aduninsTiia: §USKISTOAS:aUED
dunviuwauunSsuladdna (DGA)

Us:uoumuussenmeny
cDic2001-2019

14:00-14:45 NEL07

» Fraud Detection using Machine Learning

» The Game of Hide and Seek:

16:45-17:30 S50k

» Al-Based Automation and Deep Learning

Securely and Comply PDPA?
g lkyoomsioulannnogiolaoanaiia:aoanaod

OUNDKIZAUASODTOAddUUANA

Cybersecurity Specialist - Bitdefender (Indochina)

msUooniumsnasalagdinalulag Machine Learning

¥ W.O.N.UUWA ASUTyao

as3asduau amddnsoounsuiauIwwowo
200 SVENSI0S NEPULAUMSUSIUUSIUNMSNS:MWA
neanuaBryINssunvinAlulag (Uan)

Root/Jailbreak Detections that Occasionally

get Circumvented and how We help our Clients
Counter the Problem.
(NATATUNNSOSIVUDUNSTU Root/Jailbroken llazADUWENENU
lumsKaukanNNsasPvU WSaUIBSUS:aumsnila:dsmsiily
AWUINUNNQEOUIDN:S:UULUUIRUDSDIRUDD

CISSP, CISA, PC-QSA, GXPN, GWAPT, OSCP, SPSE, CCSK
Founder and CEO, Cynius Cybertech and Consulting

Networking & Refreshment Break

16:00-16:45 NEE0Z R 2

» Real-life Major Security Incidents:

Context, Recovery & Response
auaMsnUlkylugddaose:
USuN, UDNIOMISADUAUDY 11as)S:uU

¥ ATUTUSOADA] JAIMUINS ¥ ATUUANS OSTUSUN

CTO - Cybertron Co, Ltd. Deputy CEO Cybertron Co, Ltd.

Technology in Cybersecurity
mMsBinAlulagUnynyus:audlumsdanms

AWuAvUananelBwos

WudEMSANNUU1D©UB (IMC Institute)
Wided¥yau Big Data, Cloud Technology,
Al lla: Cybersecurity

www.cdicconference.com
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m Suwsn 25 WOFASMEU WA, 2563

Parallel Session 1: Digital Management (DS) Parallel Session 2: Technology Management (TS)

» Driving Digital GovTech Innovation and » Digital Transformation with New Normal Security
Data Governance in Action and Software Architecture

MSTUINGOUNSOUSSSUINUNagoalla:u3anssy MSWABUWIUEKSUOOANSAINadIEaMUNENSSUOANS
inAlulagasnaninsyg - UodnouiunvUaoarislugn New Normal ia:n1ssans
¥ QS.ANQ laﬂUUnQ [_1 v B : ,11 )
AUSNUIWNSOATUDMT AU Digital Transformation ?SO?SW\)U?WOIDS%UHUU KU
éwuﬁmuwcuuwssnssumomannsouma (awsd)) AMKSUNISWCQUUNSEUU

AUSNUNAgNSaUASIansUdWosIEU

» Prepare for New Normal with AIS CSOC
AugWs:3onwdunvUaoanenw lBuos

» Network Transformation: How to Stay Secure
and Reduce Cost When Migrating to the Cloud

NN AIS lvVaméfJumﬂuw%U?jfaﬂEJ,ﬂL’DUOS?Ua N lomMscdussno lugnadnoata:38snuyinduuaoans
wSounuaadunudogg lUgona1ddsouivrinAOILSINNU
Woa msvhamquaaonamomuhﬂuosémsuanmoonﬂs Global Anycast Network
Us6N ead L3 1osiaa lUI’]DOSﬂ 9na = =

Regional Account Executive
Cloudflare Asia Pacific

Parallel Session 3 : Innovation Tech (IS)
J

» Attacking and Defending From Inside Out
and Outside In
msbuoua NsJovNuUllUU Inside Out llas Outside In
TuSuUA Perimeter Wasuly
Co-founder, Incognito Lab Co, Ltd.
09:45-10:15 QNSE0V/

» Thales CipherTrust Data Security Platform
The next generation data security solution for
Thailand’s PDPA
Thales CipherTrust twaawosudunuunoUaoansyovdolya
[BaBuen kU KSUGNTUNMISINUNKUNY W.5.UAUASOOTOLA

Huyang ™ Arussras aoaom |

IT Solution Consultant
Bangkok Systems & Software Co, Ltd.

10:15-11:45 Networking & Refreshment Break

10:45-11:115 R0y RERPALE KN-08

Panel Discussion: 8vlddun: nssumswnsonmamlu
ATUE ﬂSSUﬂ’lSﬂ’lSSﬂU']F]Z)’]UUUF]DUE\OOT]EJ]UIUOSIIK\)U’]C]

» Get the Latest Insights into Ransomware
Threats and the Best Tools to Shut Them Down
JoyalBoanandainednuadsisanmloliazinsolo . . , , ,
WunsSamsogoldwa » Honorary Directors in National Cybersecurity Committee

Panel: Cybersecurity Strategy in Action According

Senior Security Consultant, Infoblox to Cybersecu”ty ACt (CSA)

Unsmaosmsuumaou W.S.U,MSSNNAULUAD
UaOOﬂE”ZﬁlUOSHWHSUO\)ﬂﬂSlWOlOS&JUFDWUWSOUU 2564

L ¥ W.0.9.0y1tuwa dodiu v 9.US N KOWIdUN
insight tech = Y = = > vy
intelligence threat NSSUMSWNSOANUICT NSSUNMSWNSOATUCT
. . g QUDFADNSSUANEQS OWUTﬂSSﬂUWFDWLJUUF‘I\)UaOOﬂUhSIUOS
innovativeness trend

v o.lwyad aushrylyiiosd ¥ WA.Qs.U.a. Nass Inuudud

NSSUMSWNSOATUDM MUNDKLNY nssuMslialauiums
auinuAIULUALUaDaNYS:uUENSAUINA

12:15-13:45 Lunch & Networking

www.cdicconference.com




CDIC 2020 LIVE SIII)@
16:40-17:00 EEINE0

» Live Show #06

13:45-14:25 LS-01
» Live Show #01

Massive Data Breach by Darktracer from Darkweb
Big Data

foda.ndovbonk11donukavotudnsiSulddu
TBio:goyaukiAa.. CryptoCurrency flau
¥ Mr. Louis Hur

CEO & Founder, NSHC Story, Singapore
CEO, DEL Inc, Singapore

14:25-15:05 LS-02

¥ Live Show #02
The impact of Artificial Intelligence on the future
of trust and cybersecurity
A WUNEofiovovn Wl UAvUasane lswaslulan ,
IKYOUNAOAUWANS:NUIDOUTYIYIUSEAUT (Al) gy
President of Voluntary Cyberdefence Collaboration (KIBEV)

Founder of The Day of IT Security (ITBN)
IT Security strategist, partner of T-Systems Hungary

15:05-15:30 LS-03

» Live Show #03
RECON Arsenal-Introduce the

Opensource of Internal tools used by
ProjectDiscovery "’
adaomsi RECON sUluuTkuwuinsoolo

ProjectDiscovery v n‘fu:)ﬁsm BUASSHU

nruwsau nsnmm}a

2

Incognito Lab Co, Ltd.

15:30-16:00 Networking & Refreshment Break

16:00-16:20 LS-04

¥ Live Show #04
Real world offensive security through
BugBounty approach

mshuddunoutunouasaiglsuos
aW38n1sagoolkd BugBounty A -
TulanAouJudso ¥ Mr. Domenico Curigliano

Director
Head of CyberSecurity Legionaria Limited

16:20-16:40 LS-05

¥ Live Show #05
Anatomy of 0-Day Researching Styles

38Mskigook3lusuiuu 0-Day TUSULUUMSIIOUDSD
AnnAud:anIdUIKED

¥ 9.5Y¥swa Jofiony

CISSP, GCFA, GCIH, SSCP, CIEHV10, Pentest+, Security+
CEO

SOSECURE

CD\C2020 a3 @@
C O N F E R E N C E innovativeness

17:00-17:20 LS-07

» Live Show #07

| hear Where You Are: What if Someone can

Listen to your Location and Surrounding Objects,
Hollywood Style

a5anUaUISHIUNISMVIUYOY Malware UU Android
lums1dnduidsouazinalulad » 2.4udsunns Us: Adasnsal
[QfJSOUrnSﬁWﬁGOﬁO’IUﬂ‘]S’\)Qﬁ’] CISSP, CISA, PCI-QSA, GXPN, GWAPT, OSCP, SPSE, CCSK

. 3 H N Founder and CEO,
lla-FnOfﬁSOWIIHUDUOO%]BDWU Cynius Cybertech and Consulting

Sleight of Ha(ck)nd: Technology that 4
Makes Life Easy Makes it Easier ¥ 9.9050A 18039
for Scam Artist ‘ 0SCP, CEH

Co-Founder and Senior Consultant,
ansainadnlumsAnaon (Clonlng) Cynius Cybertech and Consulting
[nsAwriindounvoodkuislagld

inAlulaglsarelagtidkurglunis

- . CISSP, GPEN, OSWP, CEH, CBSP, SLAE64
[osnssuuas HUaCk Transaction Co-Founder and Consulting Manager,

Cynius Cybertech and Consulting

17:20-17:40 LS-08

» Live Show #08

| hear you What you say on GSM:
What if Someone can Listen to
You have Spoken with Someone yet
arsSadsandondoudununygovmMsdoans
uus:uu GSM faedidkueTumsiosnssy
goyanisaunun

v 9.38s: douonaadad
Senior Cybersecurity Counselor,
ACIS Professional Center

¥ 0.9Ass ASUnuIUU

Associate Counselor,
ACIS Professional Center

17:40-18:00 LS-09

» Live Show #09

Hijack your Domain Controller:

Show Techniques Token Impersonation [

to Compromise your Domain Controller Jg

and How Mitigation this v 0.58s: Jouonadad

_ _ - . Senior Cybersecurity Counselor,
dasainAuANIsga Domain Controller ACE Frefesseng Camiar
ac>ginAdn Token Impersonation

- ¥ 9.9A55 ASUNUIUU
log0ihkuglunsAouny

- . Associate Counselor,
Domain Controller yovovANS ACIS Professional Center

LUCKY DRAW /)'
18.00 End of Conference, New iPhone

tech
threat
trend




| TW-09 EJTVE

All-In-One Cybersecurity _
ASUINSovI5oD Cybersecurity NomMsoudiia:nsdooniunio l81uos
AU TUUSUTB1aR5D
+ Overview Cybersecurity Framework + Risk Management
+ Infrastructure Security + Cloud Security
« Application Security + Mobile Application Security
+ 10T (Internet of Things) Security
+ Incident Response and Handling

| Tw-10 EJTVE

Cyber Attack Incident Responder for Technical
MsidukudeNnenw l8luosMeluovrns

+ Introduction of Cybersecurity Framework and
Cyber Resilience

+ Introduction of Incident Management

+ Incident Handling Methodology

+ Incident Response Preparation

+ Incident Threats and Categories

v Workshop: Know your Enemy

+ Incident Handling Case Study by Category

+ Incident Handling Tools

« Workshop Incident Handling

ILCELD s oavs

How to be a Cyber Threat Hunter
NISASOVVUNIANAIUDYINSIAISIADY Threat Intelligence

+ Overview Threat Hunting

+ How to Apply I0C for Host-Based Scanning

+ Importing and Integrate 10C data from Threat Intelligent
+ SCAP Protocol and Automate Vulnerability Detection

+ Network-Based I0C (Indicator of Compromise)

v Log Management architecture design

+ Microsoft Windows Event Log Analysis

+ Network-Based Threat Hunting

+ Threat Hunting Methodology « I0C Scanner Tools

« Threat Exchange Source « Threat Data Feed

« Threat Exchange Protocols v Intelligent News Feed
+ Host-Based Threat Hunting v Malicious Code Activity

| Tw-12 FILVE

SOC Operation and Threat Analysis
Junoumsaudunuludgudiwis:SonwlBuas (SOC) uas
N1S31ASKNEANAILNID [BLUDS

« Cybersecurity Threats

« Overview SOC (Security Operation Center)

+ Incident Management Process

+ Security Analyst Skills and Certification

+ Intrusion Analysis & Incident Handling Techniques
v Use Case Development

ILCRED 3 navs

R Programming for Data Science & Machine Learning
[Usunsumu R dKSU Data Science & Machine Learning

Introduction to Data Science and Machine Learning
Data Science Life Cycles

Introduction to R Programming Language
Introduction to Data Manipulation

Introduction to Simple Data Analysis

Data Visualization

Introduction to Machine Learning with R

Basic Data Science Methods and Machine Learning
Fundamentals

Intermediate Data Science Methods and Machine Learning
Fundamentals

Practical Predictive Analytics

C € KKKk

LCRLY 3 oavs

Data Science & Big Data Analytics Software Development
MSWaULN[USUNSUAKSU Data Science lla: MS3IAS:K Big Data

+ Introduction to Big Data Analytics

+ Introduction to Apache Hadoop

+ Hadoop Essential Components

+ Introduction to Parallel Distributed Computing with
MapReduce

+ Introduction to Apache Spark
(high speed analytics platform)

+ Introduction to Data Science & Machine Learniig

+ Introduction to Machine Learning with Apache Spark
using MLlib

IT MANAGEMENT WORKSHOPS

AKSUWUSKIS WoudIMs wyams anaouduinalulag
ahsdaunFtazAIUUUAvLUaanNgansaulne

| mw-01 1TV

IT-GRC Implementation Concepts in Practice for Digital
Technology Enablers
NMWSOUMSUNLNASTIULALUDUU
Yamsauinalulagadna

v msmnuqQuaduinAlulagadna ta:uwuljuainisadna
yovovANS (Digital Governance and Roadmap)
msuinalulagadnauusuldnunndouyovovrins
(Digital Transformation)
msystunmMsioulgodoyata:msandusiusounu
StKDIWKUDYVIU (Government Integration)
sssuunadolalla:NISUSKISYaNMSToYauUNQ KTy
YovoYANS (Data, Governance and Big Data Management)
NISUSKISADIWUADUADANYYODASAULNF
(Information Security Management)
NSUSKISADWCIDII0ONIVSSARIA:AIUWSOU18YovS:UU
(Business Continuity and Availability Management)
NISUSKISYAMSMIS IBNSWeNsogDIKkUN:EU
(Resource Optimization Management)

| mw-02 T T

Enabling IT Governance Standards for Digital Governance
and Roadmap (ISO/IEC 38500 ITG Standards & Related
Best Practices) ,
hassumsminuauaduinaluladansaunFtazuuonivguiniou
ooAnslumsmnuQuaduinalulagadna

v gomKkuavovurasuNsmnuquaduinalulagaisauind

(Standards) .

v auuuumsmiuquanaaiuinalulagansauind (Model)
kannisnnuqQuanaaluinalulagansauind (Principles)
KaNNISATUADIUSUWQBOU (Responsibilities)
KanNISAUYNSFANEQS (Strategy)

KaNN1SAIUNISYAKT (Acquisition)
kanmsauwaadus (Performance)
KanmMsaluwandUdoandovauIonNIkua (Conformance)
kannsauMsUs:wnauRUGuodunaIns (Human Behaviour)
wusuguadksunsounisinuquaduinalulagansauind
llazovAUs:=Nou (Framework)
v lUDNMwMsMKUaiNtuta:NsUs:IJUWadaws

(ITG Beneficial Outcomes)
v wuonwMsuszgndldunasunaanduns

AGUNIBEKSUNISUSKIS

C L K < < X

LKL

www.cdicconference.com




| mw-03 JRT T

Enabling IT Governance Framework and Practices using
COBIT for Digital Governance (COBIT 2019, Enterprise
Governance of Information and Technology)
nsoumsminuquaduinaluladansauinria:uuduguasIvdo
COBIT dwsumisminuquadnuinalulagasna

+ The COBIT Framework Overview

+ COBIT 2019 Framework and Methodology

v COBIT 2019 Governance and Management Objectives
v COBIT 2019 Designing I&T Governance

+ COBIT 2019 Implementation

+ Principles, Framework and Practices for Digital Technology
Enablers and IT Governance

| mw-0a FITVE

Enabling Data Governance and Data Management
Framework for Digital Governance
nsouMsmNuQUadoyalla:usKIsvaNstoyadksumsinuqua
auddna

+ Introduction

+ Data Governance Fundamentals and Concept

+ Data Management Fundamentals

+ Data Definition

+ Data Governance Structure

v Data Rule

+ International Data Governance Framework

+ Thailand Data Governance Framework Exercise
#1 Data Governance Readiness Assessment

v Introduce DAMA DMBOK2

+ Data Management Overview

Metadata

Data Integration and Interoperability

Data Architecture

Documents and Content

Data Security

Data Modeling and Design

Data Storage and Operations

Reference and Master Data

Data Governance

Data Warehousing and Business Intelligence

Data Quality

+ Data Governance and Digital Governance

+ Data Governance Maturity Model Assessment and Audit

| mw-05 IR T

Enabling Information Security Risk Management for
Information Security Management and Digital Technology
Enablers ) ,
NISUSKISYAMSADUIGIOAUNDWIIUAYUADANYANSAUINA
dwsSuinnlulagadna

vV v vV vV vV vV vV VvV VvV Vvew

+ Concepts of Information Security Risk Management and
Digital Technology

+ Related Standard and Best Practices for Information

Security Risk Management

Information Security Risk Management Framework

and Process

Identification of Risk Scenarios (Asset-base and Event-base)

Identification of Assets, Vulnerabilities, Threats and related

Risk Factors

Information Security Risk Assessment

(Identification, Analysis, Evaluation, Options, Risk Response)

Information Security Risk Acceptance

Information Security Risk Communication and Consultation,

Monitoring and Review

Integrated Risk Management for IT Risk, Data/Information

Security Risk, Privacy Risk and Cybersecurity Risk

C K< € K<L X

LXIJ 10ay

Enabling Availability Management, Incident Management,
and Business Continuity Management for Digital
Technology Enablers

MISUSKISOOMSAUAUWSoUTE IKaTadoo tazAdUcoIdoD
Tumsduduns &wsumsuskissamsinalulagasna

+ Availability Management and Key Concepts for Digital
Technology

[T-related Incident & Security Incident Management
Incident Response Management and Handling Guides
Information Security Continuity and Aspects for Business
Continuity Management

Availability of Information Processing Facilities

and Redundancies

IT Contingency Planning, Disaster Recovery Planning and
related Business Continuity Management

Emergency Response and Related Procedures

Business Continuity Planning and Review

| mw-07 IR T

Lesson Learned and Practical Compliance Guide for
PDPA Lawful Basis and Data Protection
WBUAUAIA:UNISEUSEKSUNMSANGUNSOUNNKINEAUASOD
Joyadouunna

v MWSOUYOOINNKUIY W.S.U. AuAsovdoyadduunna (PDPA)

v Hanmsnunsoououaaauunma

v énsuoolmuoououaaauunna

v 9umsUs: uaawauouaaauumma

v Us:iGudiungrungua: LWINOANGUNSYOOWADUAL
Uouaaauunna

v Us:lGUAIUNNKUIEILAuUdN LA NTUNMSyoOWUS:UDawa
Uouaaauunna

v UstiGudnungrungia: WUBNOAGUNISTODITIKINAAUASOD
Joyadouunna

v Us: 10uowungHmansrﬁmsns:r‘hmwuvﬁouoouﬁqnna

v NsSovlSgu AWSUNanIouwY [nuoiryr InuntounAsow

| mw-08 JRT T

Comply with PDPA Using ISO/IEC 27701
MsUN 1SO/IEC 27701 TUUUuGIWo lkdoandovcio
W.S.U. nunsoououaaauunna

v KaﬂfﬂSWUKﬂUlﬂEDﬂUﬂWSﬂUF‘ISO\)UOU&&DUUﬂﬂa

v mmsmumnaua llUDUDUOnlﬂEDUO\)

v laouréDUOﬂWKUOOWU W.S.U. F]UF]SO\)UOUE]&DUUF]F\E]
NuYIOSIU ISO/IEC 27701

v QDHHDSUIIOKWU1UDWﬂ W.S.U. nunsoououaaauunna

v woNwMsU ISO/IEC 27701 TUUARUG

m 1DAY

Practical Compliance Guide: Code of Practices for
ClI Cybersecurity Incident Response
MsYaMmus:udauudNURTAEIKSULIWUNISSUTDONYANAIL
nwlguos

v MWSDUTODNKLUNE W.S.U.NMsSnAULUAvUaoans 181uos
v MWSDUIIUDNILMSYarUSEUDAIUIMOURUGEKSULWUNS
SudangnnAMUN 181UDS
wupNOMstengAnAUNL 18IS s:aulusiguso
StQUSIBUSY S:AUSNNG

LUDNIONISSOUSILTQUA (1SIVEDU SlASIKANIUNISTU
tazus:iouwans: numaanunanﬂmumo]zﬂuos
LUONIWNSWIWU UooNU SUDD lla:aanUIgnonie
ANMIUN 1BILUoS
uuamomsoaaswonumluumsnwosuuonammum\ﬂzﬂuos
wuoMvMsYaMmuwuMssudatisnnAUN IO 1BIUoS
LUDNIONISF0ANS lazNISSITOU

A5 S S S S S

((ﬁ(((
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Practical Compliance Guide: Cll Cybersecurity Framework

and_Implementation
msoomﬂsoumosmumumssnmmwuuunanoonaﬂzﬂuos

+ NMWSDUNSOULNASTIUNMSSNUIAD WL UADUaDaNg 181UDS
+ CSF: Identify N1ss: Umwaao Js:idu tasdanmisAUIEean
+ CSF: Protect Nsv0MUNASNISIa: wuoUua

« CSF: Detect NM1sasovdouliaziwis:do

+ CSF: Response MSIWBYIKAUAzNISQDUAUDD

« CSF: Recover msWuanunaams

LED 10av

Practical Compliance Guide: Cll Cyber Resilience Hands-on
msaswonLJﬂUﬂumumwuuunanaanaMuoswwumsUgumoso

Vv MWSDUUNAQSTULLAE llUDU[]UOI”IﬁH'\KSUﬂ']SSﬂU']FD’]UUUF]\)
Uaoang l8uss

v ﬂWWSZ)UllUDﬂOOWUﬂWSSﬂLﬂF‘DWUUUﬂ\)UHOOﬂEflUlUOS

ﬂ']SSUUOﬂEJF]ﬂFﬂUﬂ'\\)“lUIUOS llazNIssovsunAWcoLlio

ﬂ’]SO']lUUSSﬂD

ﬂ']SO']lUUﬂ']SCﬂUUS UD&IIUDHW\)UQUOII& NSoUUNOSYU

(ﬂUﬂWSSﬂUWﬂDWUUUﬂ\)U&OOﬂEJ]ZﬁlUOS

fﬂSUSH”ISDOﬂ’]SﬂZ)'\UlaEJ\)OWUF‘D"IUUUﬂDU&OOﬁ&]UIUOé

MsaouduDvIKaNSUla:fgANAIUNIY [8lUosS

ﬂ’\SO']lUUﬂ']SCﬂUﬂ']SSUUOﬂEJF‘IﬂF‘I’]Uﬂ’]\ﬂZﬂUOS

(Cyber Resilience Review: CRR)

| mw-12 BT T

Digital Laws, Cybersecurity Act, Personal Data Protection

Act and GDPR Update
awdangrkueadna nghmamwuuunanoonfﬂzﬂuos
nNKUIgAUASovdoadduunna tta: GDPR

v mwsauuooﬂghmaﬁﬁﬁa

v anusuazans: amtyuoonghmassnssumomannsouna
auuUsuusola: nghmaawousoo

v dnusua: aws amryuoonghuwmsns nmmuwonnsanu
ADUWDINDS aUuUUSUUSOIA:NOKUIEAIAUSOD |

v dnusuazans: é*nnmuooﬂgHmamssnmnmuuuno
Uaoonaﬂmuos 1a:NHKUIYAAUSOD

Vv amuzllazans: amryuoongrsuwnunsoououaaauunna
NNKUNaIAUSOD la: GDPR

v anu:ooMs IBUvAUNKUIEAINA

IIRED 2 oavs

IT General Controls Audit
MsasdvdousopMsAdUAUN IUGUINAlUlagasaune
v Kanmsliasikawa
v ﬂDWUSWU()']UO']UﬂOUWDlOOSI”I’O']lﬂua']HSUﬂ']SC]SD’DEiOU ITGC
v Workshop (Case Study)
Vv LLUDNIVNISASIYEDU ITGC
» IT Security Policy » IT Change Management » IT Organization
» Physical Access and Environmental Controls
» Logical Access Controls » IT Operation Controls
» BCP/DRP: Business Continuity Plan and Disaster Recovery Plan

A NAN (

aananauudu q

SOFTWARE DEVELOPMENT WORKSHOPS

dkSudnwouUNgawdlds tasusunsutuos

[ Sw-01 BT T

How to Securing RESTful API

Msasw RESTul APl agwlsTkuaoanaonmsudlulanlsuos
+ Cross-Origin Resource Sharing (CORS)
+ Alternative for Securing APl « Best Practice for RESTful API
v JWT Authentication + Perform Access Control

| Sw-02 1T

Understanding DevSecOps Foundations
wumuawmsuwnmoomswﬂms UDUMS DevSecOps No:M 1R
Software un:nuUaaoﬂaaoao

+ Introduction to DevOps

+ Principles of DevOps

+ Continuous Integration

+ Continuous Deployment

v Automated Security Testing

[ Sw-03 1T

Security Requirement
NMSYAMSAIWAoYNISANU security
v Requirement management
+ Risk Rating
+ Requirement gathering
v ASVS and MASVS

[ Sw-00 T T

Agile Application Security
Mswangowdudsnind WUaoanuady Agile
+ Introduction to Agile methodology
+ How to inject security into Agile
+ Security Requirements
+ Vulnerabilities Management
+ Code Review for Security

m 2 DAYS

How to Secure your container
MsSNuINDIWUaoaNy Container
v OWASP Docker TOP10
v How to Secure your Container
« Setup Docker Private Registry
+ Monitor Application Health
+ How to Monitoring your Container
+ Kubernetes Security

[ Sw-06 E1 1\

Automated Security Testing
nsnadoundWUananguuudn lud
+ Introduction to ASVA 4.0
+ Automated Security Testing with Gauntlt
+ Automated Security Testing with OWASP ZAP
+ Manage Dependencies with Dependency Check

m 2 DAYS

Effective Application Logging

MSIAU Log 08w 1sTKOUS:ANSNW
v How to Manage Application Log « Elastic APM
+ Configuring and Installing ELK Stack + Elastic SEIM
v Querying and Analyzing

m 3 DAYS

Al and Deep Learning with Python and TensorFlow
MSIAU Log 08w 1sTKOUS:anSN W
+ Introduction to TensorfFlow « Basic Components
+ Tensor Operations « Using Estimator
+ TensorFlow Model Development Related Concepts
+ Predictive Model Development with TensorFlow
v Introduction to Artificial Neural Network (ANN)
+ Convolutional Neural Network (CNN)
+ Image Recognition with Predictive Model
+ CNN Network Variations

www.cdicconference.com
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anAUBalo 16 (CIO 16) ua: ISACA-| Bangkok Chapter The International Information System Security Certification Consortium (ISC)? o= mluumSLfluam\)onaoooamosmsmuumoiumssnummuauua sQuadoyadouunna
yovmutiuanane
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Fi—‘sssuu:iaunﬂlsaﬁns duuun 2 du NAUNUQ (CDIC2020 Workshops)

D

ASssULdgUNISaunNs 9,900.00 4,900.00 9,800.00 15,900.00
NBYaAIWL 7% 693.00 343.00 686.00 1,113.00
SOUDUDUIDU 10,593.00 5,243.00 10,486.00 17,013.00

dssuniunasn:idauduuunoaulad (Online “Virtual” Seminar) 9:1dSudouaa 30% dns1AUNG

douaa aon:10guswunna* avn:lJguUSIYOVANS**

o15%  20%  309%

asduu Auou 3 mudull  asduutn 41uau 5 MUl asduui Suau 10 uduly

sudouan a0 an
0 0. .
10 °/o 1 5 /0 2 /0 n1AURU a0 D% a0 10% 2020 %

AMAUGUGE $1uou 1-5 Fodio  aimAUAUE 41uau 6-10 Hade  aIMAUGUG Auau 11 Hadadulu
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(1) mHsumunlnau1éuuuﬂun51nunuu1 a:ldsudouaaiiiu 54 anijouluund

@ UnAnus: Guuseyayinsrsas:auinns 1dsudauaaliAy 50% doru [TUsouacuUmanﬁnm]
© ionnua: zoonfumsainzidieu iUsais:duriousunua:uoiomsins:iuntnu

35msain:deu
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aon:dsu nseunidovkune v lugon O anukodernuEonlunisousy

. duuunAluinA (On-ground Seminar) . duuunooulad (Online “Virtual” Seminar)

I T3 24" - 25" NOVEMBER 2020 y 2oars |

nstudon Session AruaulolumsIgSoUdULLN
O Digital Management Session @ O Technology Management Session @ O Innovation Tech Session @

*Parallel Session 19 KovuyoNgUALANUEUTD WINFULUNELISOIEDNTA 1 Session DINTWDUMDKUQ 3 Sessions

WNE CDIC2020 Masterclass Workshops m

WihduuunawsnidonkodomAuAUa 1aunnda 1 Kodo (O classroom () Online

\
KSUWD N ‘-LJ_ J0 g < Sou , St LJ_ J0 3

m 3Days 15900~  10-12 Feb 2021 () Q/\m 2 Days  9800-  28-29 Jan 2021 O O

AWS Security Basic Web Application Penetration Testing

m 3Days  15900-  B-17 Feb 2021 O O m 3Days  15900-  16-18 Dec 2020 O O
Azure Security All-In-One Cybersecurity

m 2 Days  9800-  8-9 Dec 2020 O O m 3Days  15900-  22-24 Feb 2021 O O
Artificial Intelligence for Cyber Security Cyber Attack Incident Responder for Technical

2 Days  9800- 1819 Jan 2021 O O m 3Days  15900- 810 Mar 2021 O O

Basic Mobile Application Penetration Testing for Android  How to be a Cyber Threat Hunter

3Days  15900-  13-15 Jan 2021 O O m 3 Days  15900-- 13 Feb 2021 O O

Adaptive Network-based Infrastructure Attacking SOC Operation and Threat Analysis

m 2 Days  9800- 45 Feb 2021 O O m 3Days  15900-  13-15 Jan 2021 O O
Wireless Hacking and Security Assessment R Programming for Data Science & Machine Learning

m 2Days  9800- -2 Jan 2021 O O m 3Days  15900-  17-19 Feb 2021 O O
Active Directory Attacks Data Science & Big Data Analytics Software

Development
-
\

SﬂFTWMlE nE\'ElﬂPME“T wunxsnnps dmSudnwauungowdids a:lusunsuios

m 1Day  4900- 19 Jan 2021 O O m 2 Days  9800-  21-22 Jan 2021 O O
How to Securing RESTful API How to Secure your container

m 1Day  4900- 18 Jan 2021 () O/\m 3Days 15900-  21-23 Dec 2020 O O
Understanding DevSecOps Foundations Automated Security Testing

m 1Day  4900- 1Feb 2021 O O m 2 Days  9800-  28-29 Jan 2021 O O
Security Requirement Effective Application Logging

m 1Day  4900- 4 Dec 2000 O O m 3 Days 15900 3-5 Feb 2021 O O
Agile Application Security Al and Deep Learning with Python and TensorFlow

www.cdicconference.com



WihduuunawsnidonkogomAUAUa 1aunnan 1 Kodo O Classroom O Online

\
3MSUWUSKIS WouDams waams araouduinalulad
IT MA"AGEME“T wnnKsnops ) “ansaulnAlia:AULUALUAORgANSAUINA

m 1Day  4900- 1Dec 2020 O O m 1Day  4900- 21 pec 2020 O O

ITGRC Implementation Concepts in Practice for Lesson Learned and Practical Compliance Guide for PDPA
Digital Technology Enablers Lawful Basis and Data Protection

m 1Day  4900- 2 Dec 2020 O O m 1Day  4900- 1 Jan 2021 O O

Enabling IT Governance Standards for Digital Governance ~ Comply with PDPA Using ISO/IEC 27701
and Roadmap (ISO/IEC 38500 ITG standards & related

best practices) IR 1oay  4900- 12 Jan 201 O O
1D 4900 .- 8 Dec 2020 Practical Compliance Guide: Code of Practices for
m ay ’ e 00 Cll Cybersecurity Incident Response

Enabling IT Governance Framework and Practices using

COBIT for Digital Governance (COBIT 2019, Enterprise 2 Davs 9800 .- 25-26 Jan 2021

Governance of Information and Technology) m Y B 0O
Practical Compliance Guide: Cll Cybersecurity Framework

XD 20ays  9800- 145 Dec 2020 () O  and Implementation

Enabling Data Governance and Data Management i}

Framework for Digital Governance m 1 Day 4,900, 25 Jan 2021 O O
Practical Compliance Guide: Cll Cyber Resilience

m 1Day  4900- 21 Jan 2021 () (O Hands-on

Enabling Information Security Risk Management

for Information Security Management and Digital m 1 Day 4,900-- 26 Jan 2021 O O

Technology Enablers

IRy 1oy 4900- 18 Dec 2020 O O

Enabling Availability Management, Incident Management, m 2 Days  9,800.- 112 Feb 2021 O O

and Business Continuity Management for Digital :
\Technology Enablers IT General Controls Audit

Digital Laws, Cybersecurity Act, Personal Data Protection
Act and GDPR Update

CDIC2020 Sponsors
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CDIGC2020 CONFERENCE THEME

CDIC 2020 v wduuunAWLUALUaoany l8IUoSs:AUUS:INA
ddsavumelduudAa “The Future of Next Normal Cyber
Risk and Digital Immunity” WonsAnmun lgwosua:
AwIdsvdomsasiiadoyadouynnav=du “New Normal”
WJudovunane:doviiadululanlsuasRovrnsiiannaudion
AW oua:wsousudo Wolooiu aawans:nunooIN
osUlagnwlswosua:asUlngvovdoya mMsdanmsaouidenlu
Ms18ouy IlkusNMsmMguon Ms1dvius:uunandd Msi3
szuulumssamsndWlUAvUaoaREdUToLavovoANSIA:
uAna walvAUTByonRKNgIa:NRINtUrivoKkLUdeUMNUQLEa dowalkovAnsa:aooiituonouud IumMsoonuuNS:uOUMS las
ddumsuiasmsinalulagddnalkdoandovoudomkua WsouvUdUUUNR:WURNaaUladTuoiu CDIC 2020 PINNSUSSENE
00AND WS tanudsuls:aunisni Msiniauaialky Cybersecurity Expo..lia: Kiuwala Signature lolariuoooiu CDIC 2020
Live Show ..a18ada Us:iGuisnnmuliky Snou.Uaoane

naviKkug
» WUSK1SS:(Ugo (CEO, COO, CMO, CRO) » unams]umamumnuoua (Compliance / IT Compliance)
» WUSKISasauinFs:augo (Clo, CTO, CDO) » unams]umamuusmsmwumao (ERM / IT Risk)
» WUSKISS: uumquaoonauouas Qugv (CSO, CISO) » qnawﬂslumamuumnmmaosnouwamos
» Qu§msnsowowuaams"lumsmulonua ansauind (Cyber Cop / Digital Forensic Investigator)
(I Management) » upansaulonvovkusgouNIASTLaslonsu
» WQuas:uuldaidsAuas:uUUNUANSYODODANS (IT Security Practitioner)
(Network & System Administrator) » WIBEI¥IY unansyovy IKUSMss:uuinAlulag
» Qmsaoaous:uumsaum (IT Auditor) (Specialist, Supplier, IT Outsouring Provider)
» WWOUUNBOWCIDS (Software Developer) » Usssunalunaulodnunoulaoansdioanouwalaos
» un awns]uawmunghms (Law Enforcement) (IT Smart Users)

Suldalazaniundaduuun

» duuun 2 U - NSUSsENTIaanSa (Conference 2 Days)  » angun msmsnwsouﬂndgun

& Junduuun Sun 24-25 wOFAYMEU 2563 & dunudua seazildganuluavn:dau
© 1Da1 9:00-17:30 u. © a1 9:.00-16:00 U. .
Q dnun FudtnssAnstia:nisus:guluina (BITEC) Q amui usun 13a [Uswaduda 1Buaas nna

kSolsolsus:au 4 andlunsoinw

- o & [ - - [
aonniud:lasulijatgnduvun
» USB Flash Drive - galonaisus:nounisduuun wSauns:irldionans

» wmé’uum 2 :)u dt “lasuocuuns:nn 9 WOQOAKNSSUBOWCILDSUS:INATNY (Software Park)
gaumunmuuunanoonss uuansautnA (TISA) ) USUN 1084 [Usiwagula Buiaas Sia (ACIS Professional Center)

Us:[g3uo31nn1s131souvIu CDIC2020

» SugUszaumsnilsuq Usskdganaa:a1dsnelums Update  » Shunsanmunwlsuosua: AWIEgoconsa: Wagoyadou
ADWSIAiNDANS IKiada au Cybersecurity nnnofan unnano WJu "New Normal” luonsnﬂmuoonmaﬂawlﬁu
fhenaqaus: duNSTUDSLIINWUSKISS:AUGDIAT w1883mrg Eoounanv:dovinadululanlsivoéiovAnsia: nnAUGoo.

» §9NUa:SIUURAUWUSAUWIINSOUNUMUSLY ALINKannKkane rhANuiota:wsousudo Wodoonu azaawans:nuny
20Ms Snennshvlutiaschous:ine IWodswingowe (Networking) onosulngnwlduesuazosUlngyovioya
taslayuuoon WAk 9IN3NeNsIE:dnsouudAU > FAUINAGANIANAUTKLY Yodka1BrYINST8ILDS SoUHD
aaoasuMssugioyaduwansnunlosidessity wieuoln  misthenoalkunnasoudnoldas:kunuasJooriu Woljlk
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