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CDIGC2020 MASTERCLASS WORKSHOPS

NMAURUATUNISSNADUTUALUADQREANSAUINFA 9IUDU 35 KOTO

IT TECHNICAL & PROFESSIONAL WORKSHOPS

drSuWvaMsila:WUHUavIUAUS:UUINSDYNY, Szuuufuams, inalulagasaund,
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| Tw-01 EITVE

AWS Security _
MSIBoU AWS ogwUaoans

+ Cloud Security Principles

v Indentity Access Management (IAM)
v AWS Networking

+ Security Audit

v AWS Security Services

[ Tw-02 EITES

Azure Security . .
KanNgasousuMSI80IU Azure ogioUaoans

+ Cloud Security Principles
v Indentity Management

+ Azure Networking

+ Security Audit

« Azure Security Services

RCXED 2oavs

Artificial Intelligence for Cyber Security
WUIUMSESD Al ta:1d Al [ wgdeundnykiniodIu Security

+ Artificial Intelligence (Al) Foundation
+ Machine Learning

v Deep Learning

+ Risk and Limitation

[ Tw-00 PITES

Basic Mobile Application Penetration Testing for Android
NISNQdoUIN:s:uUURUANISIUQSDYQLUDOAU

+ Android Device Architecture

+ Unlocking, Rooting Mobile Devices

+ Static Application Analysis

+ Dynamic Application Analysis (Using Frida and Objection)
+ Mobile Penetration Testing Based on OWASP Mobile Top10

| Tw-05 EITVE

Adaptive Network-based Infrastructure Attacking
INAUALA:NISNAEDUIDNESUUINSOUNY

v TCP/IP Basics

+ The Art of Port Scanning

+ Target Enumeration

+ Brute-Forcing

v Metasploit Basics

+ Hacking Recent Unix Vulnerabilities

v Hacking Databases

+ Hacking Application Servers

+ Hacking Third Party Applications
(WordPress, Joomla, Drupal)

| TW-06 P31V

Wireless Hacking and Security Assessment
nspuds:uutazys:idundnuideoindoniglsane

v Wireless Network and IEEE 802.11
+ Network Interaction

« Aircrack-ng Essentials

« Cracking WEP with Various Methods
+ Cracking WPA/WPA2

+ Optimize the Cracking Tools

« Real World Attacking Techniques

| Tw-07 FI1VE

Active Directory Attacks B
Msloud Active Directory liazuudsmonisJovnu

+ Extensive AD Enumeration
« Active Directory Trust Mapping and Abuse
+ Privilege Escalation
(User Hunting, Delegation Issues and More)
+ Kerberos Attacks and Defense
(Golden, Silver Ticket, Kerberoast and More)
« Abusing Cross Forest Trust
(Lateral Movement Across Forest, PrivEsc and More)
+ Attacking Azure Integration and Components
+ Abusing SQL Server Trust in AD
(Command Execution, Trust Abuse, Lateral Movement)
+ Credentials Replay Attacks (Over-PTH, Token Replay etc.)
+ Persistence (WMI, GPO, ACLs and More)
« Defenses (JEA, PAW, LAPS, Deception, App Whitelisting,
Advanced Threat Analytics etc)
+ Bypassing Defenses

CXID 2onvs

Basic Web Application Penetration Testing
NISNQdoUINESIUUWIULULOWWALIABULTDYAU

+ Penetration Testing Process

+ Introduction to Web Applications
« Cross Site Scripting

+ SQL Injection

+ Broken Access Control

« Other Attacks

v Gaining Access Through Network Exploitation
v Gaining Access Through Social Engineering
+ Windows Enumeration
+ Hacking Recent Windows Vulnerabilities « Internal Network Attacks
+ Client-Side Attack

+ Post Exploitation: Dumping Secrets
v Hacking Windows Domains

v Effective Assessment Management
« External Network Footprinting

+ Network Enumeration

« Password Cracking

+ Gaining Situational Internal Awareness
« Escalation of Access

+ Internal Lateral Movement

v Impact Demonstration

+ Vulnerability Identification

www.cdicconference.com




| TW-09 EJTVE

All-In-One Cybersecurity _
ASUINSovI5oD Cybersecurity NomMsoudiia:nsdooniunio l81uos
AU TUUSUTB1aR5D
+ Overview Cybersecurity Framework + Risk Management
+ Infrastructure Security + Cloud Security
« Application Security + Mobile Application Security
+ 10T (Internet of Things) Security
+ Incident Response and Handling

| Tw-10 EJTVE

Cyber Attack Incident Responder for Technical
MsidukudeNnenw l8luosMeluovrns

+ Introduction of Cybersecurity Framework and
Cyber Resilience

+ Introduction of Incident Management

+ Incident Handling Methodology

+ Incident Response Preparation

+ Incident Threats and Categories

v Workshop: Know your Enemy

+ Incident Handling Case Study by Category

v Incident Handling Tools

v Workshop Incident Handling

ILCELD s oavs

How to be a Cyber Threat Hunter
NISASOVVUNIANAIUDYINSIAISIADY Threat Intelligence

« Overview Threat Hunting

+ How to Apply I0C for Host-Based Scanning

v Importing and Integrate 10C data from Threat Intelligent
+ SCAP Protocol and Automate Vulnerability Detection

+ Network-Based I0C (Indicator of Compromise)

v Log Management architecture design

+ Microsoft Windows Event Log Analysis

+ Network-Based Threat Hunting

+ Threat Hunting Methodology « I0C Scanner Tools

« Threat Exchange Source « Threat Data Feed

« Threat Exchange Protocols v Intelligent News Feed
+ Host-Based Threat Hunting v Malicious Code Activity

| Tw-12 FILVE

SOC Operation and Threat Analysis
Junoumsaudunuludgudiwis:SonwlBuas (SOC) uas
N1S31ASKNEANAILNID [BLUDS

« Cybersecurity Threats

« Overview SOC (Security Operation Center)

+ Incident Management Process

+ Security Analyst Skills and Certification

+ Intrusion Analysis & Incident Handling Techniques
v Use Case Development

ILCRED 3 navs

R Programming for Data Science & Machine Learning
[Usunsumu R dKSU Data Science & Machine Learning

Introduction to Data Science and Machine Learning
Data Science Life Cycles

Introduction to R Programming Language
Introduction to Data Manipulation

Introduction to Simple Data Analysis

Data Visualization

Introduction to Machine Learning with R

Basic Data Science Methods and Machine Learning
Fundamentals

Intermediate Data Science Methods and Machine Learning
Fundamentals

Practical Predictive Analytics

C € KKKk«

LCRLY 3 oavs

Data Science & Big Data Analytics Software Development
MSWaULN[USUNSUAKSU Data Science lla: MS3IAS:K Big Data

+ Introduction to Big Data Analytics

+ Introduction to Apache Hadoop

+ Hadoop Essential Components

+ Introduction to Parallel Distributed Computing with
MapReduce

+ Introduction to Apache Spark
(high speed analytics platform)

+ Introduction to Data Science & Machine Learning

+ Introduction to Machine Learning with Apache Spark
using MLlib

IT MANAGEMENT WORKSHOPS

AKSUWUSKIS WoudIMs wyams anaouduinalulag
ahsdaunFtazAIUUUAvLUaanNgansaulne

| mw-01 1TV

IT-GRC Implementation Concepts in Practice for Digital
Technology Enablers
NMWSOUMSUNLNASTIULALUDUU
Yamsauinalulagadna

v msmnuqQuaduinalulagadna ta:uwuljuanisadna
yovovANS (Digital Governance and Roadmap)
msuinalulagadnauusuldnunndouyovovrins
(Digital Transformation)
msystunmMsioulgodoyata:msandusiusounu
StKDIWKUDYVIU (Government Integration)
sssuunadolalla:NISUSKISYaNMSToYauUNQ KTy
YovoYANS (Data, Governance and Big Data Management)
NISUSKISADIWUADUADANYYODASAULNF
(Information Security Management)
NSUSKISADWCIDII0ONIVSSARIA:AIUWSOU18YovS:UU
(Business Continuity and Availability Management)
NISUSKISYAMSMIS IBNSWeNsogDIKkUN:EU
(Resource Optimization Management)

| mw-02 T T

Enabling IT Governance Standards for Digital Governance
and Roadmap (ISO/IEC 38500 ITG Standards & Related
Best Practices) ,
hassumsminuauaduinaluladansaunFtazuuonivguiniou
ooAnslumsmnuQuaduinalulagadna

v gomKkuavovurasuNsmnuquaduinalulagaisauind

(Standards) .

v auuuumsmiuquanaaiuinalulagansauind (Model)
kannisnnuqQuanaaluinalulagansauind (Principles)
KaNNISATUADIUSUWQBOU (Responsibilities)
KanNISAUYNSFANEQS (Strategy)

KaNN1SAIUNISYAKT (Acquisition)
kanmsauwaadus (Performance)
KanmMsaluwandUdoandovauIonNIkua (Conformance)
kannsauMsUs:wnauRUGuodunaIns (Human Behaviour)
wusuguadksunsounisinuquaduinalulagansauind
llazovAUs:=Nou (Framework)
v lUDNwMsMKUaiNtunta:NsUs:IJUwadaws

(ITG Beneficial Outcomes)
v wuonwMsuszgndldunasunaanduns

AGUNIBEKSUNISUSKIS

C L K < < X

CLLLCKKKK
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| mw-03 JRT T

Enabling IT Governance Framework and Practices using
COBIT for Digital Governance (COBIT 2019, Enterprise
Governance of Information and Technology)
nsoumsminuquaduinaluladansauinria:uuduguasIvdo
COBIT dwsumisminuquadnuinalulagasna

+ The COBIT Framework Overview

+ COBIT 2019 Framework and Methodology

v COBIT 2019 Governance and Management Objectives
v COBIT 2019 Designing I&T Governance

+ COBIT 2019 Implementation

+ Principles, Framework and Practices for Digital Technology
Enablers and IT Governance

| mw-0a FITVE

Enabling Data Governance and Data Management
Framework for Digital Governance
nsouMsmNuQUadoyalla:usKIsvaNstoyadksumsinuqua
auddna

+ Introduction

+ Data Governance Fundamentals and Concept

+ Data Management Fundamentals

+ Data Definition

+ Data Governance Structure

+ Data Rule

+ International Data Governance Framework

+ Thailand Data Governance Framework Exercise
#1 Data Governance Readiness Assessment

+ Introduce DAMA DMBOK2

+ Data Management Overview

Metadata

Data Integration and Interoperability

Data Architecture

Documents and Content

Data Security

Data Modeling and Design

Data Storage and Operations

Reference and Master Data

Data Governance

Data Warehousing and Business Intelligence

Data Quality

+ Data Governance and Digital Governance

+ Data Governance Maturity Model Assessment and Audit

| mw-05 IR T

Enabling Information Security Risk Management for
Information Security Management and Digital Technology
Enablers ) ,
NISUSKISYAMSADUIGIOAUNDWIIUAYUADANYANSAUINA
dwsSuinnlulagadna

vV vV vV vV vV vV vV VvV VvV Vvw

+ Concepts of Information Security Risk Management and
Digital Technology

+ Related Standard and Best Practices for Information

Security Risk Management

Information Security Risk Management Framework

and Process

Identification of Risk Scenarios (Asset-base and Event-base)

Identification of Assets, Vulnerabilities, Threats and related

Risk Factors

Information Security Risk Assessment

(Identification, Analysis, Evaluation, Options, Risk Response)

Information Security Risk Acceptance

Information Security Risk Communication and Consultation,

Monitoring and Review

Integrated Risk Management for IT Risk, Data/Information

Security Risk, Privacy Risk and Cybersecurity Risk

C K< € K<L X

LXIJ 10ay

Enabling Availability Management, Incident Management,
and Business Continuity Management for Digital
Technology Enablers

MISUSKISOOMSAUAUWSoUTE IKaTadoo tazAdUcoIdoD
Tumsduduns &wsumsuskissamsinalulagasna

+ Availability Management and Key Concepts for Digital
Technology

[T-related Incident & Security Incident Management
Incident Response Management and Handling Guides
Information Security Continuity and Aspects for Business
Continuity Management

Availability of Information Processing Facilities

and Redundancies

IT Contingency Planning, Disaster Recovery Planning and
related Business Continuity Management

Emergency Response and Related Procedures

Business Continuity Planning and Review

| mw-07 IR T

Lesson Learned and Practical Compliance Guide for
PDPA Lawful Basis and Data Protection
WBUAUAIA:UNISEUSEKSUNMSANGUNSOUNNKINEAUASOD
Joyadouunna

v MWSOUYOOINNKUIY W.S.U. AuAsovdoyadduunna (PDPA)

v Hanmsnunsoououaaauunma

v énsuoolmuoououaaauunna

v 9umsUs: uaawauouaaauumma

v Us:iGudiungrungua: LWINOANGUNSYOOWADUAL
Uouaaauunna

v Us:lGUAIUNKUIEILAuUdN LA NTUNSYoOWUS:UDawa
Uouaaauunna

v UstiGudnungrungia: WUBNOAGUNISTODITIKINAAUASOD
Joyadouunna

v Us: 10uowungHmansrﬁmsns:r‘hmwuvﬁouoouﬁqnna

v NIsSovlSgu AWSUNanIouwY [nuoiryr InuntounAsow

| mw-08 JRT T

Comply with PDPA Using ISO/IEC 27701
MsUN 1SO/IEC 27701 TUUUuGIWo lkdoandovcio
W.S.U. nunsoououaaauunna

v KaﬂfﬂSWUKﬂUlﬂEDﬂUﬂWSﬂUF‘ISO\)UOU&&DUUﬂﬂa

v mmsmumnaua llUDUDUOnlﬂEDUO\)

v laouréDUOﬂWKUOOWU W.S.U. F]UF]SO\)UOUE]&DUUF]F\E]
NuYIOSIU ISO/IEC 27701

v QDHHDSUIIOKWU1UDWﬂ W.S.U. nunsoououaaauunna

v woNwMsU ISO/IEC 27701 TUUARUG

m 1DAY

Practical Compliance Guide: Code of Practices for
ClI Cybersecurity Incident Response
MsYaMmus:udauudNURTAEIKSULIWUNISSUTDONYANAIL
nwlguos

v MWSDUTODNKLNE W.S.U.NMsSnAULUAvUaoans 181uos
v MWSIUIUONMOMSDaMUS:UDAIUINMURUGEKSULWUNS
SudangnnAMUN 181UDS
wupNOMstengAnAUNL 18IS s:aulusiguso
StQUSIBUSY S:AUSNNG

LUDNIONISSOUSILTQUA (1SIVEDU SlASIKANIUNISTU
tazus:iouwans: numaanunanﬂmumo]zﬂuos
LUONIWNSWIWU UooNU SUDD lla:aanUIgnonie
ANMIUN 1BILUoS
uuamomsoaaswonumluumsnwosuuonammum\ﬂzﬂuos
wuoMvMsYaMmuwuMssudatisnnAUN IO 1BIUoS
LUDNIONISF0ANS lazNISSITOU

A5 S N N N G N

((&(((
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[ mw-10 A TE

Practical Compliance Guide: Cll Cybersecurity Framework

and_Implementation
msoomﬂsoumosmumumssnmmwuuunanoonaﬂzﬂuos

v NMWSDOUNSOULNASTIUNMSSNUIAD WL UADUaDaNg 181UDsS
+ CSF: Identify N1ss: Umwaao Js:idu tasdanmisAUIEean
+ CSF: Protect N1sv0MuNAsNISLa: wuoUua

+ CSF: Detect N1sasdddoullalvis:dv

+ CSF: Response MSIWBYIKAUAzNISQDUAUDD

« CSF: Recover msWuanunaams

LED 10av

Practical Compliance Guide: Cll Cyber Resilience Hands-on
msaswonLJﬂUﬂumumwuuunanaanaMuoswwumsUgumoso

Vv MWSDUNAQSTULLAE llUDU[]UOI”IﬁH'\KSUﬂ']SSﬂU']FD’]UUUF]\)
Uaoang l8uss

v ﬂWWSZ)UllUDﬂOOWUﬂWSSﬂLﬂF‘DWUUUﬂ\)UHOOﬂEflUlUOS

ﬂ']SSUUOﬂEJF]ﬂFﬂUﬂ'\\)“lUIUOS llazNIssovsunAWcoLlio

ﬂ’]SO']lUUSSﬂD

ﬂ']SO']lUUﬂ']SCﬂUUS UD&IIUDHW\)UQUOII& NSoUUNOSYU

(ﬂUﬂWSSﬂUWﬂDWUUUﬂ\)U&OOﬂEJ]ZﬁlUOS

fﬂSUSH”ISDOﬂ’]SﬂZ)'\UlaEJ\)OWUF‘D"IUUUﬂDU&OOﬁ&]UIUOé

MsaouduDvIKaNSUla:fgANAIUNIY [8lUosS

ﬂ’\SO']lUUﬂ']SCﬂUﬂ']SSUUOﬂEJF‘IﬂF‘I’]Uﬂ’]\ﬂZﬂUOS

(Cyber Resilience Review: CRR)

| mw-12 BT T

Digital Laws, Cybersecurity Act, Personal Data Protection

Act and GDPR Update
awdangrkueadna nghmamwuuunanoonfﬂzﬂuos
nNKUIgAUASovdoadduunna tta: GDPR

v mwsauuooﬂghmaﬁﬁﬁa

v apusiazans: amtyuoonghmassnssumomannsouna
auuUsuusola: nghmaawousoo

v dnusuas aws amryuoonghuwmsns nmmuwonnsanu
ADUWDINDS aUuUUSUUSOIA:NOKUIEAIAUSOD |

v dnusuazans: é*nnmuooﬂgHmamssnmnmuuuno
Uaoonaﬂmuos 1a:NHKUIYAAUSOD

Vv amuzllazans: amryuoongrsuwnunsoououaaauunna
NNKUNaIAUSOD la: GDPR

v anuzooMs IBUvAUNKUIEAINA

IIRED 2 oavs

IT General Controls Audit
MsasdvdousooMsAUAUN IUGUINAlUlagasaune
v KanMmsliasikawa
v ﬂDWUSWU()']UO']UﬂOUWDlOOSI”I’O']lﬂua']HSUﬂ']SC]SD’DEiOU ITGC
v Workshop (Case Study)
Vv LlUDNIVNISASIDEDU ITGC
» IT Security Policy » IT Change Management » IT Organization
» Physical Access and Environmental Controls
» Logical Access Controls » IT Operation Controls
» BCP/DRP: Business Continuity Plan and Disaster Recovery Plan

A ANAN (

aananauudu q

SOFTWARE DEVELOPMENT WORKSHOPS

dkSudnwouUNgawdlds tasusunsutuos

[ Sw-01 BT T

How to Securing RESTful API

Msasw RESTul APl agwlsTkuaoanaonmsudlulanlsuos
+ Cross-Origin Resource Sharing (CORS)
+ Alternative for Securing APl « Best Practice for RESTful API
v JWT Authentication + Perform Access Control

| Sw-02 1T

Understanding DevSecOps Foundations
wumuawmsuwnmoomswﬂms UDUMS DevSecOps No:M 1R
Software un:nuUaaoﬂaaoao

+ Introduction to DevOps

+ Principles of DevOps

+ Continuous Integration

+ Continuous Deployment

v Automated Security Testing

[ Sw-03 1T

Security Requirement
NMSYAMSAIWAoYNISANU security
v Requirement management
v Risk Rating
+ Requirement gathering
v ASVS and MASVS

[ Sw-00 T T

Agile Application Security
Mswangowdudsnind WUaoanuady Agile
+ Introduction to Agile methodology
+ How to inject security into Agile
+ Security Requirements
+ Vulnerabilities Management
+ Code Review for Security

m 2 DAYS

How to Secure your container
MsSNuINDIWUaoaNy Container
v OWASP Docker TOP10
v How to Secure your Container
« Setup Docker Private Registry
+ Monitor Application Health
+ How to Monitoring your Container
+ Kubernetes Security

[ Sw-06 E1 1\

Automated Security Testing
nsnadoundWUananguuudn lud
+ Introduction to ASVA 4.0
+ Automated Security Testing with Gauntlt
+ Automated Security Testing with OWASP ZAP
+ Manage Dependencies with Dependency Check

m 2 DAYS

Effective Application Logging

MSIAU Log 08w 1sTKOUS:ANSNW
v How to Manage Application Log « Elastic APM
+ Configuring and Installing ELK Stack + Elastic SEIM
v Querying and Analyzing

m 3 DAYS

Al and Deep Learning with Python and TensorFlow
MSIAU Log 08w 1sTKOUS:anSN W
+ Introduction to TensorfFlow « Basic Components
+ Tensor Operations « Using Estimator
+ TensorFlow Model Development Related Concepts
+ Predictive Model Development with TensorFlow
v Introduction to Artificial Neural Network (ANN)
+ Convolutional Neural Network (CNN)
+ Image Recognition with Predictive Model
+ CNN Network Variations

www.cdicconference.com




