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DIGITAL AND CYBERSECURITY MANAGEMENT
WORKSHOPS
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MW-01 | Preparedness Guide for Cybersecurity Risk Assessment
in Action (Alignment with Cybersecurity Compliance,
Standards & Best Practices)
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murnuiuAcUseafalwed (Risk Management Framework and Process)

© minyileduidus éHisk identification)

© MTIATEAATIULEYY (Risk analysis)

(-] maussdlunATRE (Risk evaluation)

© MIdAMIuHURBUIUDIANIAYY (Risk treatment plan and Risk response)

O MIARRIUNALRZTILIUNE (Risk monitoring and reporting)

Intensive One-Day Course in implementing New Version

PCI DSS (Version 4.0.1)
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© wwIenIIATUATBULILATEs PCl DSS

© Yarmunyos PCI DSS

© rummIdviunInTIeiuses PCI DSS nefiu 4.0.1

© msAsuuaeszvite PCIDSS nediu 4.0 un: nafiu 4.0.1
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MW-03 | Framework and Best Practices for Implementing Data

Governance and Data Management in Organization for
Comply with Related Law and Regulations
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IT General Controls Audit (ITGC)
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© AnuFnugAAsuRmeinIndudwmiunsrsIetey ITGC

© uwmomInTieseu (TGC

© ulsvemumsinwanulreadsvesszuusssums (IT Security Policy)
© TasoafwasAnsuazmuwidoaruaaadas |T (IT Organization)

0 nmsuimIiamsy liuimsmouanmemumaluladssaumea
(IT Qutsource Management)

© maimw IamuasthgeinwssuudsEume (IT Change Management)
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(Physical Access and Environmental Controls)

© n1IAUANNITNAYSTULLRzYY R (Logical Access Controls)
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(IT Operation Controls)
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(Disaster Recovery Plan)

© Workshop (Case Study)

Implementing Cybersecurity Control Baseline to comply

with Cybersecurity Act
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MW-06 | Preparedness Guide for Organizational Resilience and

Business Continuity in Action (Alignment with Standards
and Best Practices
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MW-07 Key Actions for Critical Service and Critical Information
1pay | Infrastructure
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Al MANAGEMENT SYSTEM & Al GUIDELINES
FOR IMPLEMENTATION WORKSHOPS
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Implementing Al Policy to Support Business
Operation Effectively
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Implementing Al System Impact Assessment and Risk

Assessment for Artifitial Intellgence Management System
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Implementing Artificial Intelligence Myanagement
System based on ISO/IEC 42001:2023
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© vafuaAnRnuosiIATg Y ISO/IEC 42001
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(Al Systems Controls)

Leading Cybersecurity Governance:

Transformative Strategies for Cyber Resilience
Management Excellence
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© Understanding Cybersecurity Governance: A Strategic Framework for
Protecting Your Organization

© A Step-by-Step Guide to Building Robust Cybersecurity Governance

© Fostering a Culture of Cyber Resilience in Your Organization

© Defining Clear Roles and Responsibilities in Cybersecurity Governance

© Adopting a Holistic Approach to Cyber Risk Management

© From Vision to Reality: Translating Cybersecurity Strategy into Action

© Developing a Cybersecurity Program: Turning Strategy into Actionable Plans

© Measuring Cyber Resilience: The Role of a Cyber Resilience Dashboard

© Implement Cyber Resilience Platform

© NMavigating Cybersecurity Transformation: Building and Following a
Strategic Roadmap

Generative Al for Cyber Investigation

m‘u’nwsmﬂﬁ Generative Al Tuou Cyber Investigation

0 vivanuiiniu Generative Al Tumwaau

© msiiisu Prompt dwdusduoiu Generative Al

© iANuFINAY Generative Al UszLampsing g

[} m‘sﬂi:qn&ﬂ'ﬁ Generative Al Tuay Cyber Investigation
© Use Case msliis1u Generative Al iinsuls

© find7rin (Limitations) wesn514e1u Generative Al

© myUsiiurnudsorsemadt Generative Al unlszgndlilueoAng
© wualiiy Generative Al Tuswian
© uvastayasvivAnwiavan Generative Al
© Workshop Generative Al for Cyber Investigation
O uny: MIAUANTayRIINUMEiayRla(OSINT)
f19Tud1d Cyber Investigation

Generative Al for Security Expert

wangmimsliotu Generative Al 8wy Security Expert

© Al Model for cyber security

© Prompt engineering

© Enhance detection engineering

© Improving log analytics

0 Enhance network security monitoring

AW-06 | integrating Cybersecurity, Al & Quantum Risk
1pay ) into Enterprise Risk Management (ERM)
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© The World Global Trends 2026-2030

© The Three Lines of Defense Model from 2013 to 2020

© Evolution of the Three Lines of Defence Model : From Risk Control to
Value Creation

© Three Lines Model: Global & Thai Best Practices in Risk Governance

© The Three Musketeers : IT Governance Framework, Data Governance
Framework & Al Governance Framework

© Cybersecurity Risk and ERM Alignment

© NIST IR 8286: Integrating Cybersecurity and
Enterprise Risk Management (ERM)

© Integration Challenges and Considerations

© Recommendations for Organizations

© The Revolution of Al and Quantum Computing

© Issues Regarding Al Usage in An Organization

O Al Firewall & Al Gateway

© Country Level Risk about the future of Thailand Al Sovereignty

0 Key Takeaway

AW-07 | is Al a game changer ?

1pay J Formulating Al strategy for the Enterprise

wangmIMIivuanagns Al dwmiuesAns
(Al luAlReuLInuYTaNTB?)

© Introduction & Context
» The Big Question
> Understanding Al in the
Enterprise Context
© The Current Al Landscape
> Market Trends & Adoption
> Al Technology Overview
© Value Proposition of Al
in Enterprises » Emerging Technologies Complementing Al
» Efficiency Gains » What's Next for Al in Enterprises?
> Innovation & Revenue Growth @ Capstone Activity

» Competitive Advantage

© Case Studies & Real-World Impact
» Success Stories
> Lessons Leamed from Failures
© Strategic Roadmap for Al in Enterprise
» Readiness Assessment
» Implementation Framework
» Governance & Continuous Improvement
© Future Qutlook

© Challenges & Risks
? Organizational & Operational Risks
> Ethical & Regulatory Considerations
> Cybersecurity & Al Threats



PDPA AND DATA MANAGEMENT
WORKSHOPS
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Applying ISO/IEC 27701 (PIMS) for PDPA
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© #muzrey ISO/IEC 27701 weaifusign uazeandsanIuAsuulag

© mMwTuaATTIUEINe ISO/IEC 27701 (PIMS) swiunsuivissanis
tayadiuyAas

O fefAmMuATBINIMTgIM ISO/IEC 27701 AUATTUHUWUGLIRTFIN
ISO/IEC 27001:2022 (ISMS)
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[!‘;[!?_ Implementing Data Security Controls for
1pay ) PDPA Compliance
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© WUIMSANTINMTNINTAITATUANAULIATAI5IT980ANT (Organizational)

O wMANMINIATMIATUANAWIIATMTITanATA (Technical)
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© msghasEuAnuaninimuanudAyeinsAuATasioyaduyAAe
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M Integrating PDPA Data Protection and Data
1 DAY Governance Platform
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© uuIMenIIAN1s Personal Data Inventory

© uuIMeN159An1S Data Protection Impact Assessment (DPIA) and
Risk Management

© WU TIAN1s Consent Management System

© uwuamen13ImnTs Data Subject Right System

O uuIMmeMIImn1s Executive Support System
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SOFTWARE DEVELOPMENT AND
PROGRAMMING WORKSHOPS
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Microservices Architecture

wangnsmsosnuuuszuuliidu Microservices

© Introduction to Microservices
© Design principles

© Design patterns

© Technology for microservices
© Distributed transaction

© Distributed tracing

© Data consistency

© Reporting patterns

© Securing your microservices
© Identity propagation

© Service to service authentication
© Logging and monitaring

How to Design Secure Software

nangnIsenuuy Software atsliliilaendy

© Security Design Principles

© Define Business and Technical Scope
© Threat Modeling

© STRIDE

© PASTA

© OCTAVE

© Risk Handling

3 DAYS

How to Securing Web API

WaNgMIM 3N Web AP atholslvlaeademnmslouilulanloues

© OWASP APl Top 10

© GraphQL security

© gRPC security

© REST security

© Open API Specification

© Automated API security testing
© Cross-Origin Resource Sharing (CORS)
© JWT attack vectors

© Securing API with OAuth2

© OAuth2 security best practices
© Logging and monitoring
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IT PROFESSIONAL AND TECHNICAL
WORKSHOPS
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Adaptive Network-based Infrastructure Attacking
ARNEATIMATALRENIINANDUITIZIZUUIATETE

© Network Layer & TCF/IP Fundamental

© Phase of Ethical Hacking

© The Art of Spoofing & Port Scanning

© The Art of Sacial Engineering & Metasploit Basic
© Target, Network & Windows Enumeration

© Post Exploitation: Credential Dumping

© Gaining Access Through Network Exploitation
© Escalation of Access

© Client-Side & Scripting Attack

© Hacking Recent Linux, Windows Vulnerabilities
© Password Cracking

© External Network Reconnaissance

© Hacking Application Servers

© Vulnerability Identification

© Internal Network Attacks

© Gaining Situational Internal Awareness

© Impact Demonstration

© Internal Lateral Movement

All-In-One Cybersecurity Mastering
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© QOverview Cybersecurity Framework @ Cloud Security

© Understanding Cyber Attack © Application Security

© Risk Management © Mobile Application Security

© Data Protection and Privacy © Incident Response and Handling
© Infrastructure Security

TW-03 | A Beginner's Guide to Becoming a Cloud Security
1pay ) Professional
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© Cloud Concepts, Architecture and Design © Cloud Data Security
© Cloud Platform & Infrastructure Security © Cloud Application Security
© Cloud Security Operations © Cloud Security Operations

Cloud Security

wangnsausuMsldeu Cloud athelslvivsandy

© Cloud security principles
© Cloud security architecture
© SABSA conceptual analysis
© SABSA design

© |Infrastructure-level cloud security
© Application-level cloud security
© Data-level cloud security

© Security as a services(SECaaS)

AWS Cloud Security Best Practices

NaNgAsoUTHMSIIHeN AWS atolsondy

© Cloud security principles

© Shared responsibility model

© AWS Well Architecture Framework

© AWS security best practices

© Securing network on AWS

© Site-to-Site VPN

© Maintaining EC2 instance with AWS Inspector
© Securing application on AWS

© Securing data on AWS

© Security audit with AWS config and Trust advisor
© Cloud infrastructure analysis with scout suite

© Cloud infrastructure analysis with prowler

© Audit Infrastructure as Code(loC) with tfsec

TIN-06

Vulnerability Management
TRy ulnerability Managemen
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© Vulnerability Lifecycle

© Vulnerability Scanning

© Vulnerability Analysis

© Interpret and Prioritize Finding
© CVSS scoring

Securing Web Application

nangmIn3sie Web Application atislslvilasnds

© OWASP Top 10 Risks

© Security Testing

© JacaScript Security

© API Security

© Secure in Deployment

© Modern Web Security Risks

Mobile Application Penetration Testing
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© Introduction to Mobile Application Security
© OWASP MOBILE TOP 10

© Android Architectures

© Device and Data Security

© Network Traffic

© Reversing APKs

© Static Application Analysis

© Dynamic Application Analysis

www.cdicconference.com




TWN-09 | Active Directory Penetration Testing:

2 pays ] Techniques and Tools

Malware Analysis Techniques and Tools

nﬁ'nqam.ﬂ'l:ﬁnmsnnﬂaum:s:uu'lu Microsoft Active Directory

© Introduction to Active Directory Penetration Testing
© Active Directory Architecture and Components

© Setting Up the Testing Environment

© Enumeration and Information Gathering

© Exploiting Active Directory Vulnerabilities

© Advanced AD Attack Techniques

© Post-Exploitation Activities

Scripting for Penetration Tester

nangandeusasuadslusdmiminnasouaizszuy

© Overview of popular scripting languages (Python, PowerShell, Bash)
© Setting Up the Environment

© Basic Scripting Techniques

© Python for Penetration Testing

© PowerShell for Penetration Testing

© Advanced Scripting Techniques

© Automating Penetration Testing Tasks

© Practical Applications of Scripting

Intelligence and Scenario-Based Penetration Testing
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© Planning and Scoping Penetration Tests
© Advanced Attack Techniques

© Executing Penetration Tests

© Analysis, Reporting

© Post-Exploitation Analysis

© Reporting and Communication

Threat Intelligence Implementation and Analysis

wiangnimaiiansiusclinwioyat1ansesiunnaia
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© Introduction to Threat Intelligence

© Setting Up the Threat Intelligence Program
© Threat Intelligence Tools and Platforms

© Data Collection and Processing

© Threat Intelligence Analysis

© Operationalizing Threat Intelligence

© Advanced Threat Intelligence Techniques

Incident Response and Handling Techniques

and Tools

NANFATIMATANITADUFUDIURZIANITINANIIR]
wionfuileyndvanain

© Introduction to Incident Response

© Incident Response Team (IRT) and Roles
© Preparation and Planning

© Identifying and Categorizing Incidents
© Incident Containment and Eradication

© Incident Recovery

© Post-Incident Activities

www.cdicconference.com
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© Introduction to Malware Analysis

© Setting Up the Analysis Environment

© Static Analysis Techniques

© Reverse Engineering Basics

© Dynamic Analysis Techniques

© Advanced Malware Analysis Techniques
© Memory Forensics

TW-13 | soc: Cybersecurity Threat Detection and Analysis:
3 pays ) Techniques and Tools
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© Cybersecurity Threat and Attack Techniques
© Overview SOC (Security Operation Center)
» What is SOC?
» Type of SOC
> SOC Service Catalog
¥ SOC Roles and Responsibility
» SOC Architecture
© Incident Management Process
© Security Analyst Skills and Certification
© Intrusion Analysis Technigues
» Log Analysis Concept
» Basic Splunk Indexes
» Basic Splunk Search and Query
» Workshop: Log Analysis to Cyber Security Threats by Incident Category
» Network Traffic Analysis Tools
> Analyze and Drilldown Threats
© Use Case Development

Python Data Analytics for Fraud Detection

wingnan13ld Python lusu Data Analytics smiumansasdu
M3Y23N

© ANuAIAYYBINITV Frayd Detection Tunoedng

© viamuidndu Python \lagsiu

© 35m3 Setup Python W1y Google Colab

© maifiuy Python TuRnuaizsineq duiugiu

© tumaun1svin Data Analytics for Fraud Detection

© mislamiaiooile (Library) Python lusnidiamideys (Data Analytics)

[} m‘iﬁ'lmmmmniiagﬂ (Data Cleaning) ua:uﬁmﬁa:&mﬂu?‘ﬂmw
(Data Visualization) nan Python

© Use Case Data analytics for Fraud Detection

© Workshop Python Data Analytics for Fraud Detection

© unu: Mstwgaiayn (Dataset) dmiuvin Fraud Detection

© 11 Python #1u Google Colab

Machine Learning Security
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VRNYATOUININEINUANINIEEOUN Machine Learning vinaggzan

© What is Machine Learning

© What is Generative Al

© What is Agentic Al

© Model Context Protocol(MCP)
© Securing MCP

© OWASP Machine Learning Top 10
© OWASP LLM Top 10

© AlOps

© MLOps

© GenAlOps

© Al data governance
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© wuImsssAuge (CEO, COO, CRO)

© AUSMIIHUMATEAUES (CIO, CTO, CDO)

© AuSmsssuuANUReRdutayRsALge (CSO, CISO)
© duivmsniedoemslusenuleiiuazssaumd

(Vice President, Assistant Vice President, IT Director, IT Manager)

© fuimsihegsia HuIMmseRdvia guimsdieuinnssu
WUIsW18n13mRIM (CBO, CDO, CIO, CMO)

» = % a
(> wﬁmmzyua:mﬂ?nmmamuszwmmumﬁummmﬂaamnm
msloiwes (IT Specialist, Cybersecurity Specialist, IT Consultant)

© yamnsmulefivoswiisnumaizuasienty
(IT Security Practitioner)

© JuaszuuiindsnuazssuuUjunn1sresesAns
(Network & System Administrator)

© wnTIVNRUTZVUFITEUWA (IT Auditor)

© AW TanALIF (Software Developer)
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© YA INslumBUNNIE (Law Enforcement)
© yAnINsluFIBeUAAUAUR (Compliance / IT Compliance)
© yamnslumssuiimsanuidus (ERM / IT Risk)
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(Cyber Cop / Digital Forensic Investigator)
© yArInITeey Musmsszuumalulad
(IT Supplier, IT Outsourcing Provider)
© \Fwihildunsesieyasauyaas (Data Protection Officer / DPO)
© HUFTRMT Al ussdliuimsduanad
(Cloud Administrator, Architect, Security Analyst, MSSP/MSP,
Cloud Vendor)
© {uFuams unzddmmaywalulaiaousdu
(Data Engineer, Business Analyst, Quantum Technology Specialists)
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(IT Smart Users)
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